Digital Forensics is an emerging discipline within the computing sciences that exhibits both commonalities and uniquenesses with other computing disciplines. This paper seeks to delineate the domain space of Digital Forensics through an evaluation of the knowledge areas represented in existing Digital Forensics academic offerings and an assessment of the relative importance of those knowledge areas. The consequential outcomes for students emerging from a baccalaureate degree in Digital Forensics are explored, as are some of the grand questions for digital forensics research. This paper calls for the development of a critical mass of researchers, academics and educators interested in Digital Forensics in order that coherent research agendas, curricula and pedagogical concerns can be addressed.
INTRODUCTION
The earliest use of the phrase 'Computer Forensics' appears in the ACM literature in May 1999 [24] referencing Sommer [27] citing Collier and Spaul [6] . As a result of both social, industrial and government pressures, a significant professional need has emerged to provide "…scientifically derived and proven methods toward the preservation, collection, validation, identification, analysis, interpretation, documentation and presentation of digital evidence derived from digital sources for the purpose of facilitating or furthering the reconstruction of events found to be criminal, or helping to anticipate unauthorized actions shown to be disruptive to planned operations". [10] This need has been partially met in the professional arena through tools-based training and professional certification, and in the academic world through the development of courses and programs that address specific digital forensics topics. Such courses and programs vary widely in their content, scope, purpose and orientation. Because of the immediate professional demands and the variety of academic offerings, Digital Forensics is sometimes viewed from the outside as a subordinate implementation area or a tools-using subdiscipline of computer science. It is clear however, through a more rigorous review that the intellectual, academic, and professional concerns of those involved in Digital Forensics differ significantly from other computing disciplines.
Digital Forensics as a discipline arises from the aggregation of diverse technologies, tools and techniques to meet the demands of a diverse community of clients. The legal profession, law enforcement and the judiciary, policy makers, the business community, education, and government all have a vested interest in an understanding of the value and limitations of digital evidence, and in any given circumstance members from multiple communities may have input into a particular case.
Nance, Armstrong and Armstrong [21] identify three goals from the Digital Forensics Research in Education working Group:
1. To provide academic researchers with challenging and interesting problems related to Digital Forensics education 2. To develop communities of researchers that can work together to advance the state-of-the-art in Digital Forensics education 3. To develop an education agenda to meet the needs of diverse constituencies who need Digital Forensics education and training.
[ibid]
The purpose of this paper is to begin the process of delineating the problem space uniquely occupied by Digital Forensics and thus clarifying the distinction between Digital Forensics and other computing disciplines. In order to make the results of this process more accessible, and to allow for direct comparison with other computing disciplines we take an approach modeled on the ACM Curricula 2005 [2] in which the domain space is mapped based on an understanding of the knowledge areas of concern in the discipline and their relative importance. We identify the anticipated technical, professional and personal outcomes of an undergraduate course of study in Digital Forensics and how those outcomes connect with, and differ from similar outcomes in related disciplines.
A BRIEF REVIEW
Some effort has gone into developing courses, concentrations and degree programs in Digital Forensics [3] [20] [21] [27] . This has primarily been either in response to service requests or through meeting student demand, especially at the Associates Degree Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. To copy otherwise, or republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. Craiger et al. [5] cite a study by the Institute for Security Technology Studies at Dartmouth College [15] demonstrating the lack of appropriate digital forensics training at the local, state and national levels and indicating that both in-service continuing professional education and academic degree program development are a present and urgent need.
While the demand for continuing professional education and certification has led to the initial development of lower level programs, courses, and training modules it does not address the need to develop a coherent academic cadre to provide the research and academic sustainability necessary to further the discipline. The growth in advanced courses similarly is designed to meet professional needs.
STANDARDS AND ORGANIZATIONS
Accreditation of post-secondary programs in the US is a nongovernmental, peer-reviewed process. In other countries, standards and accreditation are often a governmental process. Accreditation offers assurance that a program meets the educational quality standards of the discipline enhances confidence for employers about its graduates and provides a benchmark for further education.
The American Association of Forensic Science (AAFA) [1] , through its Forensic Science Education Programs Accreditation Commission (FEPAC), sets education standards in traditional forensics and investigation. The AAFA has developed a clearly defined set of accreditation standards for digital evidence education at the undergraduate and graduate levels.
The International Association of Computer Investigative Specialists (IACIS) [16] provides training programs and individual certification. In the U. S., the CERT ® Program [4] not only has rapid response as its charge, but also does classroom and virtual training in Digital Forensics. International computer security incident response teams (CSIRTs) have similar responsibilities.. The CyberSecurity Institute [8] is a for-profit organization providing vendor-neutral education programs issuing its own certification, CyberSecurity Forensic Analyst (CSFA).
The Digital Forensics Certification Board (DFCB) was established with representation of several non-profit stakeholders including, among others: U. S. Department of Justice, Office of Programs [28] , National Institute of Justice [23]; National Center for Forensic Science (NCFS) [22] ; International Journal of Digital Evidence (IJDE) [17] ; and the Digital Forensics Research Conference (DFRWS) [11] .
OUTCOMES
Digital Forensics is an applied, multidisciplinary domain designed to professionally prepare students for forensic investigation of a variety of computer and digitally based media. Graduates are prepared for direct employment or for further studies.
Graduates should achieve, by the time of graduation, the common core of computing outcomes, (a)-(i), as defined by the Computing Accreditation Commission (CAC) [7] : (a) An ability to apply knowledge of computing and mathematics appropriate to the discipline (b) An ability to analyze a problem, and identify and define the computing requirements appropriate to its solution (c) An ability to design, implement, and evaluate a computerbased system, process, component, or program to meet desired needs (d) An ability to function effectively on teams to accomplish a common goal (e) An understanding of professional, ethical, legal, security and social issues and responsibilities (f) An ability to communicate effectively with a range of audiences (g) An ability to analyze the local and global impact of computing on individuals, organizations, and society (h) Recognition of the need for and an ability to engage in continuing professional development (i) An ability to use current techniques, skills, and tools necessary for computing practice.
In addition, those completing a digital forensics program should achieve, by the time of graduation:
(j) An ability to apply knowledge of computing, forensic technology and mathematics to the analysis of crime scenes and digital evidence (k) An ability to analyze a problem, and identify and define the forensic requirements appropriate to its solution (l) The necessary in-depth, technical understanding to be able to evaluate the quality and utility of forensic tools, including automated evidence collection (m) An ability to apply computer forensic tools to identify, preserve, recover, analyze and document computer data allegedly used in crime (n) An ability to apply forensic measures to secure computers and networks that are suspect in a criminal investigation (o) An ability to understand and articulate laws applicable to computer investigations (p) An ability to apply rules of evidence in carrying out tasks.
KNOWLEDGE AREAS
Digital Forensics shares many common knowledge areas with the other computing disciplines supplemented with a substantial set of discipline specific areas.
Broadly speaking the core focus of Digital Forensics at the undergraduate level is the management of digital evidence, including evidence identification, collection, and preservation, maintaining compliance with legal requirements, evidence analysis, and its presentation. While digital evidence acquisition is a technical specialist area requiring knowledge of systems, networks, storage media, cryptology, tools and techniques, it also requires knowledge of general forensic practices. Analysis of the evidence requires a thorough understanding of the way systems communicate, must take into account any technological and information security aspects that could be relevant in evaluation of the evidence, and carry out complex analysis applying knowledge in cryptography, mathematics, and data structures.
At the graduate level, professionals should be able to work as Forensic Analysts, and have the necessary knowledge to act as Expert Witnesses. They should be able to undertake complex Crime Scene reconstruction, evaluate emerging topics, and have the ability to evaluate the security of software. Overall, they should be able to carry out complex analysis, underpinned with the theoretical understanding of the physical, mathematical and information theoretical concepts that constrain the information and communication systems.
Based on a review of existing university programs [11] [12] [13] and reports from standardization organizations, and government agencies we have composed a list of areas relevant to the field (Appendix A). These are mapped these against the knowledge areas identified in the Computing Curricula 2005 [2] . By comparing the identified knowledge areas, by assessing their relative importance, and by comparing how the relative performance capabilities of graduates compare with other computing disciplines we observed that a number of knowledge areas do not exist in the other domains, and that where they do exist, differences in importance can be observed. For Information Systems as a discipline, the unique space exists in the more theoretical aspects of Organizational Issues and Information Systems. For Information Technology, the unique spaces are located at the most applied end of Application Technologies and Systems Infrastructure.
The knowledge areas identified in Appendix B indicate that the digital forensics domain space encompasses all levels of the domain map. Organizational issues are primarily practical and deployment oriented. There is a need for deployment, configuration and modification of hardware to meet specific forensics requirements. As such the domain space must include the more applied end of the Hardware and Architecture layer. 
Figure 5: Composite Domain Space highlighting commonalities and uniquenesses
We also include (Appendix B) a comparison of how Digital Forensics compare with the other computing disciplines across the different computing topics. This comparison shows areas where the discipline emphasizes and de-emphasizes certain computing knowledge areas. The areas where the Digital Forensics requires greater emphasis than in the other disciplines include:  Networking: Computer Science and Software Engineering rank these as {min 2, max 5}, being closest disciplines to Digital Forensics for which we rank this knowledge area higher at {min 4, max 5}. Graduates must have thorough knowledge in the theory and practice of networking, supporting evidence identification,collection and analysis crime scene reconstruction.  Information Security: The need for Digital Forensics graduates to understand Information Security surpasses that of any of the other computing disciplines. Graduates need extensive knowledge of the Information Security theory and skills, although this may not extend to the same level of theory as can be expected in Computer Science. This level of knowledge is required when assessing the security stance of systems being investigated in order to assess potential security vulnerabilities in collected evidence, when trying to overcome anti-forensics security measures.  Systems Administration: Systems administration capability is at the core of the evidence collection and the crime scene reconstruction components of a forensic investigator's job. While the investigator is expected to be an experienced expert user of forensic tools, they also need expertise in operating the systems they are investigating.  Electronics: Digital Forensics investigation requires no theoretical knowledge of how to design hardware A level level of applied knowledge in electronics is required to work with a number of important areas, including reconstruction of damaged devices in order to extract data, to consider the limitations that the laws of physics place on the evidence and most particularly that the investigator knows the limits of his own understanding and capability. Areas that are significantly de-emphasized compared to the other computing disciplines include human computer, interaction, hardware design, organizational and information systems theory, analysis of business requirements, software engineering practices, as well as the theoretical aspects of computer science. Overall we can depict the relationship between Digital Forensics and its supporting knowledge domains as shown in Figure 6 . In order to provide a comparative view of the expectation of students after graduate, the CC2005 [2] report (Table 3. 3) considers 60 performance capabilities across 11 categories. The categories are loosely linked to the general knowledge areas identified for all the computing disciplines.
GRAND CHALLENGES
In order for the Digital Forensic field to provide the highest standard of service for the communities around it, the academic community must be involved in research that aims to solve open questions in the field. Identifying open questions will help in formulating coherent research agendas, inform the curricula as well as motivate students and researchers of the topic.
We suggest a set of Grand Challenges to be explored: 
CONCLUSIONS
As a result of the protocol used, identifying key knowledge areas pertinent to Digital Forensics and their relative importance, and mapping the domain space occupied by Digital Forensics based on those knowledge areas, comparisons can be made between the domain space of Digital Forensics and the domain spaces of other computing sciences.
Digital Forensics is a multidisciplinary area of study, relying on a relatively large set of support domains, including law, forensic science, criminology and management. This distinguishes Digital Forensics from other computing science disciplines. The identification of significant grand challenges, and the necessity for a multidisciplinary approach to meet those challenges, again sets Digital Forensics apart. It is clear that, with its diverse community, unique domain space, and particular grand challenges, Digital Forensics, is emerging as distinct from the other computing sciences.
Nance [21] notes that the educational requirements differ for each of the interested constituencies. As a result, educators need to be aware of those differences and tailor educational offerings to those needs. Our analysis of existing Digital Forensics programs in higher education highlights their disjoint nature at this point in time. There is a need to develop a critical mass of interested researchers, academics and educators concerned with Digital Forensics and provide them with an appropriate forum for the exchange of research, ideas and pedagogy. Only then will the environment be conducive to the development of a coherent framework for the understanding of Digital Forensics education. As a result we make the following recommendations:
1. That ItiCSE provides an opportunity for a follow-up working group at the 2011 conference to develop a model curriculum for undergraduate Digital Forensics,. 2. That ItiCSE consider the formation of a track in future conferences to address Digital Forensics education concerns.
